iOS / iPadOS: Trideum Guide

Microsoft Azure GCC High iOS / iPadOS

Q: What is happening here?

Today Trideum operates in the Azure commercial cloud. To satisfy data
protection requirements imposed by the DoD, we are moving from an Azure
commercial cloud to Azure GCC-High Gov Cloud. The system Trideum uses to
manage mobile device access to company data will also move to Gov Cloud.

If you want to load and access
Trideum data on your personaliOS /
iPadOS device - it’s totally safe. We
(Trideum IT) can’t see any of your E
personal data. The Trideum apps get ..oty P
loaded in a special “sandbox”

designed by Apple that lets Trideum
control “Trideum” data. Your device [l = %
does require a few basic security
items (6 digit passcode, recent iOS
versions, etc.) but otherwise your

Managed apps
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data is yours, and Trideum data is Personal data
controlled by Trideum. a wﬁmgigpm &
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when you enroll your device? | i
Microsoft Learn
If you’re already using Trideum Data
or you want to — here’s the path ahead:
Step 1 Step 2 Step 3 Step 4a Step 4b Step 5
ITwill Logout & Install MS Install the Install Install
“Retire” delete Authenticator Intune new new
your Microsoft App Company | Trideum Office
device Apps Portal App Profile Apps
from
Trideum’s
365



https://learn.microsoft.com/en-us/mem/intune/user-help/what-info-can-your-company-see-when-you-enroll-your-device-in-intune
https://learn.microsoft.com/en-us/mem/intune/user-help/what-info-can-your-company-see-when-you-enroll-your-device-in-intune
https://learn.microsoft.com/en-us/mem/intune/user-help/what-info-can-your-company-see-when-you-enroll-your-device-in-intune

Step 1: Remove old Trideum Management Profile

Step 1: Remove the old Trideum Management Profile

Trideum IT will send out a “Retire” command at the Work freeze on 6
September; this command should remove the Trideum Profile and Data from
any existing apps - let’s confirm that the old Trideum management profile is
gone

Goto: Airplane Mode . Background App Refresh
Wi-Fi Trideum_Guest
Sett|ngs > ) Date & Time
Bluetooth On
Keyboard
Cellular Data
General > i
Personal Hotspot Of
Language & Region
VPN & Device .
Notifications Dictionary
Management

Sounds

VPN & Device Management
Focus

Screen Time
Legal & Regulatory

General
Transfer or Reset iPad
Control Center

8- Display & Brightness

Home Screen &
App Library

Multitasking & Gestures

Accessibility




Step 1: Remove any old Trideum Management Profiles

Look for Trideum
GCC Management
profile

ull ¥ 100% @B

VPN & Device Management

® VPN Not Connected

MOBILE DEVICE MANAGEMENT

Management Profile
Trideum GCC

If the Management Profile is already missing from this screen skip ahead to

Step 2

If it’s still there —then the “Retire” command the IT team sent hasn’t activated

yet

Go ahead and select the
Trideum Management
Profile
then

Click

Remove Management

ull ¥ 100% @

Profile

Management Profile
Trideum GCC

Signed by 10SProfileSigning.manage.microsoft.com
Description Install this profile to get access to your company apps

Contains Mobile Device Management
6 Managed Apps
2 SCEP Device Identity Certificates
5 Certificates

More Details




Step 1: Remove any old Trideum Management Profiles

Click Remove

Remove Management




Step 2: Remove old Trideum / Microsoft Apps

Step 2: Logout and delete apps where you signed in with

your Trideum account
(except MS Authenticator) 6

Typical apps you may have previously used with Trideum Data
include:

Intune Company Portal

Outlook

Teams

OneDrive

Word, PowerPoint, Excel

Microsoft 365
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Step 3: Install the Microsoft Authenticator App

Step 3: Microsoft Authenticator App

If you don’t already have the Microsoft Authenticator App, now’s
the time to install it!

Download Microsoft Authenticat

Use simple, fast, and highly secure two-factor authentication across apps.

Get the app on your phone

Scan the QR code with your Android or IOS mobile device.

LOJ

Trideum doesn’t control the MS Authenticator App, you can use it for Trideum
logins as well as for personal accounts.

For more information check out:

https.//www.microsoft.com/en-us/security/mobile-authenticator-app



https://www.microsoft.com/en-us/security/mobile-authenticator-app

Step 4a: Install the Intune Company Portal

Step 4a: Intune Company Portal

First download the

Intune Company Intune Company Portal
Portal from the Apple Company resources on the go
app store Yok ok

Open the Company _
Portal app and login Microsoft Intune

BE \icrosoft
Sign in

ttrideum@trideum.com

Can't access your account?

Q Sign-in options




Step 4a: Install the Intune Company Portal

You will receive a
multi-factor
authentication

challenge code B® Microsoft

Microsoft Intune

jmabry@trideum.onmicrosoft.us

Approve sign in request

Open your Authenticator app, and enter the
number shown to sign in.

37

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

enter the number
presented in the
Microsoft
Authenticator

Are you trying to sign in?
Trideumn Cerporation
jmabry@trideurn.onmicrosoft.us

Enter the number shown to sign in.

Enter number

No, it's not me Yes

Authenticator locked

1 2 3
4 5 6
7 8 9

PORS TUuv WXY2Z




Step 4a: Install the Intune Company Portal

<« App Store 1:17PM Fri Aug 9 ull 7 79% @)

Choose if you want
notifications from
the Company Portal

app Get notified so you don't lose access

Close

Trideum Corporation

g \

We'll send important notifications to your device when action is needed
S0 you can keep accessing work resources.

You can turn this off later in app settings.

« App Store 1:17PM Fri Aug 9

Follow the prompts
to review privacy

information Trideum Corporation

Set up Trideum Corporation access

Set up your device to access your email, devices, Wi-Fi, and apps
for work.

1) Review privacy information

|

() Download management profile
Install management profile

Checking device settings

« App Store 1:177PM Fri Aug 9 wll F 79% @)

Review privacy
. . < Back
information

Device management and your privacy
Here is what Trideum Corporation can and cannot see or do on your

device. Data collected will only be used to ensure your device is
compliant with policies to protect Trideum Corporation data.

\\

- View browsing history on this device

- See your personal emails, documents, contacts, or calendar
- Access your passwords

- View, edit or delete your photos

- See the location of a personal device




Step 4b: Install the Trideum Management Profile

Step 4b: Download the Trideum Configuration Profile

Download the new
management profile, Download management profile

select Allow to start the
download

This website is trying to download a configuration
profile. Do you want to allow this?

Ignore Allow

Once the profile downloads,
select Close

Profile Downloaded

Review the profile in the Settings app if
you want to install it.

Close




Step 4b: Install the Trideum Management Profile

Once “Download

management
profile” is green,

go install the

profile in your
phone settings

Settings>
General>

VPN & Device
Management>

click on
Management
Profile

Corporation

Set up Trideum Corporation access

Set up your device to access your email, devices, Wi-Fi, and apps
for work.

@ Review privacy information

é Download management profile
é Install management profile

(!) Checking device settings

aSearch 118PM Frl Aug 8

VPN

Settings ®

. stin Mabry
Media

‘ . Family

NLOADED PROFILE
Apple News+ Free for

3 Months . Management Profile

Profile Downloaded

Add AppleCare+ Coverage

. Airplane Mode .

=| Wi-Fi Trideum_Guest
® Bluetooth

. Cellular Data

Personal Hotspot

Notifications
Sounds

Focus

Screen Time

General



Step 4b: Install the Trideum Management Profile

Click on Install in

the top right Install Profile
corner
{B Management Profile
Signed by I0SProfileSigning.manage.microsoft.us
Description Install this profile to get access to your company apps
Contains Device Enrollment Challenge
More Details
Click Install

Install Profile




Step 4b: Install the Trideum Management Profile

You will receive a
warning, click
Install in the top

right corner ROOT CERTIFICATE

Installing the certificate “Microsoft Intune FXP Root Certification
Authority” will add it to the list of trusted certificates on your iPad.

Warning

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the administrator at "https://
i.manage.microsoft.us/DeviceGatewayProxy/ioshandler.ashx” to
remotely manage your iPad.

The administrator may collect personal data, add/remove accounts

and restrictions, install, manage, and list apps, and remotely erase
data on your iPad.

Click Trust

Remote Management

Do you trust this profile's source to
enroll your iPad into remote
management?




Step 4b: Install the Trideum Management Profile

The management
profile is now Profile Installed
installed, click
Done and return
to the Compa ny Management Profile
Trideum Corporation
Portal app

Signed by 10SProfileSigning.manage.microsoft.us
Description Install this profile to get access to your company apps
Contains Mobile Device Management

SCEP Device Identity Certificate
2 Certificates

More Details

You will be asked
to identify who
owns the device, Choose the best category for this device

choose
This category helps your IT admin provide access to company
resources for this device. After setting this category, you must
PersonallyOwne contact your IT admin to change it.
dDevices
CompanyOwnedDevices
PersonallyOwnedDevices
You have Trideum Corporation
completed the
enrollment You're all set!
process

You should now have access to your email, devices, Wi-Fi, and apps
for work.

@ Review privacy information

é Download management profile
é Install management profile

é Checking device settings




Step 5: Install Microsoft Apps to access Trideum data

Step 5: Install Apps from the Company Portal

You can now download and
login to Trideum apps from
inside the Company Portal

Trideum Corporation

Apps

Featured apps

Q0L

Microsoft 365 Microsoft Edge: Microsoft Microsoft
(Office) Al Browser Qutlock Teams

Recently published

Microsoft 365 (Office) * Microsoft Teams
Microsoft Corporation Micre rporation
Microsoft Outlook
Microsoft Corporation

Categories

Trideum Intranet
Trideum Corporation
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